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This report is provided pursuant to 
the terms of our engagement letter 
with Abacus Solutions Management 
Ltd dated 1 June 2021. Our report 
is addressed to the management of 
Abacus Solutions Management Ltd 
and is for you alone and for your 
exclusive use. It should not be 
quoted or referred to, in whole or in 
part, or distributed to any other 
party, or used for any other purpose 
without our prior written consent.

This report does not constitute either 
an audit or a review in accordance 
with International Standards on 
Auditing (UK and Ireland) or 
International Standards on Review 
Engagements (UK and Ireland), and
therefore we do not express any 
assurance or formal opinion on the 
services provided by Abacus. Had 
we been engaged to perform, and 
had performed, additional 
procedures, an audit or a review in 
accordance with International 
Standards on Auditing (UK and 
Ireland) or International Standards on 
Review Engagements (UK and 
Ireland), other matters might have 
come to our attention that would 
have been reported to you.
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Executive 
Summary
Background

Abacus Solutions Management Ltd (‘Abacus or ‘you’), 
delivers lottery solution to retail customers and is 
looking to expand in North American markets.

Your customers have asked you to demonstrate the 
effectiveness of your internal control environment. 
One part of your strategy to achieve that is to deliver 
a Systems and Organisation Controls (SOC) report, 
signed by an independent auditor, using 
internationally recognised audit standards; ISAE 3402 
and SSAE 18.

You asked KPMG LLP (‘KPMG’ or ‘us’) to help you 
achieve that controls assurance report. Specifically, 
you engaged KPMG to deliver ‘diagnostic 
assessment’ review designed to :

o Document your control framework in line with 
ISAE 3402 and SSAE 18 requirements;

o Conduct initial testing of the identified controls; 
and

o Highlight any gaps to be remediated, before 
moving to the formal assurance stage.

Ultimately, you wish to achieve ‘Type II’ ISAE 3402 
and SSAE 18 assurance reporting for the year 2022, 
however, the exact period is yet to be defined.

Scope of the diagnostic assessment

The diagnostic assessment was 
performed in July 2021 over the Abacus 
Fusion Platform, its supporting technology 
and vendor management controls.

Approach

In documenting Abacus’s control framework, we have used the ISAE 
3402 and SSAE18 reporting standard as a basis, our experience of 
similar control frameworks, and our professional experience from 
delivering similar assurance reports to other similar businesses.

Scoping and planning 
Building from the list of process areas from Abacus, 
refining the scope of the processes via meetings, review 
of summary documentation, comparison with industry 
standards, experience and insight.

Process and control walkthroughs 
Detailed walkthroughs with key Abacus IT team members 
and review of documentation supporting the identified 
processes in order to draw out the relevant controls.

Controls documentation
Formalising the wording of the controls in line with 
understanding and confirming control descriptions with 
owners.

Testing and gap analysis
Review of evidence supporting controls and analysis of 
it’s appropriateness as sufficient audit evidence, ahead of 
formal assurance reporting.

Controls maturity results

Process
Control

Objectives
Control
Activities

Enhancements 
required*

Control 
gaps**

1- Logical Access 
Management. 1 5 2 0

2- Change 
Management. 1 8 0 1

3- IT Operations. 1 4 0 2

Totals 3 17 2 3

*Enhancements required, are those areas where we recommend activities are
undertaken prior to ISAE 3402 and SSAE18 assurance. If these enhancements are not
implemented, they will be identified in the formal assurance report.

**Control gaps, are those areas where management is yet to define the control to
address the relevant risks.
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Executive 
summary
(Continued)

Acknowledgements
We wish to thank all Abacus 
personnel involved with this work 
particularly David Langley and Paul 
Lawson.

Enhancements required
Following controls need enhancement 
before the start of assurance work:

1. AC-1: Access to Abacus production 
systems is controlled via unique 
user IDs. Password settings are set 
in accordance with Abacus 
password policy.

2. AC-4: On a quarterly basis, the CTO 
reviews the access rights of users 
on Abacus production systems. 
Where access changes are required 
these are undertaken by the IT 
team. Details of reviews and 
associated actions are recorded in 
the JIRA ticket.

For more details refer to section Overall 
Assessment.

Scope limitations
We were unable to complete testing for 
the following controls:

1. CM-8: TBC (Monitoring of changes).

2. OP-3: TBC (Redaction of lottery 
tickets).

3. OP-4: TBC (Backup schedules for 
new lottery platform).

We are awaiting for the management to 
confirm the specifics about the operation 
of these controls.

For more details refer to section Overall 
Assessment.

Next Steps
Our focus throughout this engagement has 
been on the readiness of your controls for 
formal assurance.

Based on our work performed, we 
recommend that you:

– Review the findings in this report;

– Agree the target state, using the 
suggestions in the detailed Framework to 
assist;

– Address the identified enhancement 
points; and

– Plan and next steps for formal assurance 
reviews.

For more details refer to section Next 
Steps.
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Scope and Approach

Background

In accordance with our Engagement Letter 
dated 1 June 2021, we have performed a 
Diagnostic Assessment to evaluate the 
readiness of your IT and Outsourcing systems 
and processes in place prior to a formal 
assurance review.

Why? Your clients are increasingly interested 
in your approach to risks and controls, relating 
to the services you provide to them. They are 
asking for transparency and rigour over those 
controls.

What? We have helped you to document 
your IT controls in a structured 
framework, based around key control 
objectives. This is the foundation step in 
meeting your client’s needs, and 
completes the documentation of your 
control framework.

Scope

We have carried out an assessment of 
your control environment against the 
following control areas:

We have identified the following:

– In-scope applications: Abacus Fusion 
platform, JIRA, Bitbucket, PractiTest.

– In-scope location: Northampton.

– Relevant subservice organisations: 
Microsoft and CDW.

Logical access management;

Change management; and

IT operations.

The assessment has been designed to evaluate the design and implementation of the 
systems and processes in place.

In conducting the assessment, we have examined, on a test basis, evidence or the 
template of the evidence that has been used to support your description of 
controls, including the effectiveness of the related internal controls, and perform 
other procedures, at a level as we consider necessary in the circumstances, to 
provide a sufficient basis for our assessment report. Our examination did not 
include other systems, controls, operations or services not specified herein 
including internal control at user organisations and, accordingly, we have expressed 
no opinion or recommendations on such items.

This Diagnostic Assessment does not amount to either an audit or a review in accordance 
with International Standards on Auditing (UK and Ireland) or International Standards on 
Review Engagements (UK and Ireland), and therefore we do not express any assurance or 
formal opinion on the services provided by Abacus.

Had we been engaged to perform, and had performed, additional procedures, an audit or a 
review in accordance with International Standards on Auditing (UK and Ireland) or 
International Standards on Review Engagements (UK and Ireland), other matters might have 
come to our attention that would have been reported to you.

This report relates only to the matters specified above and does not extend to any financial 
statements of Abacus as a whole.
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Scope and 
Approach (cont.)

Approach

The assessment took place over 
four phases:

This report details the conclusion of our 
assessment, which are detailed in the 
Results section, in line with the contents 
agreed in the engagement letter, see 
Appendix B.

This report is addressed to the
Abacus’s management and is for you
alone and for your exclusive use,
except as explicitly described in the
engagement letter. It should not be
quoted or referred to, in whole or in
part, or distributed to any other party,
or used for any other purpose without
our prior written consent.

Scope & 
planning

01

Our starting point was 
the three areas outlined 
in the engagement 
letter, and an initial 
input from Abacus 
listing these areas in 
more detail. We have 
layered this with 
information gathered 
during meetings and 
our experience of 
industry standards such 
as ISAE 3402 and 
SSAE18 reporting 
standards, and our 
experience of similar 
control frameworks.

02
Process & 
control 
walkthroughs

We undertook detailed 
walkthroughs and 
review of 
documentation 
supporting the 
identified processes in 
order to draw out the 
relevant controls.

03
Controls 
documentation

We drafted control 
wordings including 
relevant details of 
“what, who, when, 
how and evidence”, 
and confirmed these 
with control owners. 
The controls are 
documented in your 
control framework 
which has been 
provided separately and 
is summarised in 
Appendix B.

04
Testing and gap 
analysis

As the final phase of 
the review, we 
inspected a variety of 
evidence supporting 
controls, such as 
meeting minutes, 
system configurations 
and reconciliations. We 
confirmed whether this 
evidence was sufficient 
and appropriate for 
future assurance 
reviews; any required 
actions were noted.
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Overall 
Results
The table below summarises 
the results of the diagnostic 
assessment by control 
objective and control activity. 
It highlights w here we 
recommend management 
take action prior to moving to 
the assurance stage.

Control 
ref.

Control Objective Initial 
status

Current 
status

Controls provide reasonable assurance that logical access to the Abacus Fusion platform and underlying infrastructure is restricted to 
authorised individuals.

AC-1
Access to Abacus production systems is controlled via unique user IDs. Password settings 
are set in accordance with Abacus password policy.

AC-2

A JIRA ticket is raised by line manager to request a new joiner's access or modify existing 
access to Abacus production systems. The approval to grant access is provided by Chief 
Technology Officer (CTO) or their designated deputy i.e. business or infrastructure 
manager. Access is than granted or modified by the IT team in line with approval request.

AC-3
For access revocation, a JIRA ticket is raised by the Line manager that advises the last 
working day of the employee. The IT team than revokes the users’ access prior or on last 
working day.

AC-4
On a quarterly basis, CTO reviews the access rights of users on Abacus production 
systems. Where access changes are required these are undertaken by the IT team. Details 
of reviews and associated actions are recorded in the JIRA ticket.

AC-5
A Business Security Policy (BSP) covering confidentiality, integrity and availability of 
systems, data and services provided by Abacus is documented, reviewed and approved by 
the CTO on bi-annual basis.

Management will 
operate this control in 
the next quarter, 
however, based on the 
discussion with 
management and 
inspection of relevant 
policy and procedure 
documents, we noted 
that a well defined 
process is in place for 
the operation of this 
controls.

Management is yet to 
update the password 
policy with defined 
password parameters 
for in scope systems.

For details of control objectives and control activities, refer to Appendix B.

Initial status shows the 
pre-diagnostic state of 
controls maturity.

Current status shows the 
current state of controls 
maturity.
(post diagnostic assessment)

No required enhancements identified

Control gap

Enhancement required: evidencevalidation

KEY
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Overall 
Results 
(cont.)

Control 
ref. Control Objective Initial 

status
Current 
status

Controls provide reasonable assurance that changes to the Abacus Fusion platform and underlying infrastructure are approved and tested prior to 
release into the production environment.

CM-1
Change requests are raised in JIRA and are approved by CTO or their designated deputy i.e. 
Business or Infrastructure manager for development.

CM-2
Change testing is completed by testing team with in Practitest tool. Change testing approval is 
recorded within JIRA and is signed off by a member of testing team.

CM-3
Changes are deployed to production post successful testing by the implementation team. The 
implementation is recorded within JIRA.

CM-4

Post implementation checks are completed by the implementation team. This is recorded within 
JIRA. For any failures or issues noted these are recorded with in JIRA ticket and investigated by 
implementation team.

CM-5

On a quarterly basis infrastructure patches are applied to production servers by infrastructure 
team after they are tested in quality assurance (QA) environment by testing team. The final 
approval to apply patches is provided by CTO or deputy i.e. Business or Infrastructure manager. 
The testing and approval of patches is recorded within a JIRA ticket.

CM-6

Access to Bitbucket tool is restricted to development team only. Changes to access follows the 
controls tested under control objective 1.
Access to Practitest tool is restricted to testing team only. Changes to access follows the 
controls tested under control objective 1.
Access to the ATG (Abacus Transaction Gateway) / AMP (Abacus Management portal) system is 
restricted to IT team. Changes to access follows the controls tested under control objective 1.

CM-7
Abacus maintains separate development, quality assurance and production environments based 
on different IP addresses.

CM-8 TBC (Monitoring of changes).

Management to 
implement a 
monitoring control 
to make sure that 
no unauthorised 
changes had been 
made to 
production 
environment

For details of control objectives and control activities, refer to Appendix B.
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Overall 
Results 
(cont.)

Control 
ref. Control Objective Initial 

status
Current 
status

Controls provide reasonable assurance that IT Operations are monitored and any issues are reviewed and addressed.

OP-1

Abacus management holds quarterly meetings with its IT managed services provider 
(CDW) to review and monitor the service levels. 

Actions are agreed and recorded in minutes of meetings which are then circulated by 
Abacus management.

OP-2
CTO obtains and reviews SOC report from Microsoft for its Azure platform. Any issues 
identified during the review of certifications are followed up with Microsoft.

OP-3 TBC (Lottery tickets numbers are redacted through out the life cycle).

OP-4 TBC (Backups are schedule in Microsoft Azure as per the backup policy).

Management is yet to 
provide the specifics of 
how this control will 
operate.

For details of control objectives and control activities, refer to Appendix B.

We were unable to test 
this control as this control 
will be operational after 
the system goes live.
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Recommended
Next Steps
We have outlined an 
indicative roadmap 
for Abacus as a result 
of this assessment, 
and in your journey 
towards a formal 
assurance review.

01
Review the
findings in this
report.

03
Address the 
identified 
enhancement
points.

04
Plan and next
steps for formal
assurance
reviews.

02
Agree the target 
state, using the
suggestions in the
detailed 
Framework
to assist.

Management should consider the following
next steps towards a formal assurance
review :

1. Designing and implementing internal
management controls in support of your
control framework:

– Defining owners and governance
structures for the control
framework, and building the
controls into existing “third line of
defence” mechanisms such as
internal audit and risk reviews.

– Change control; a formal process 
to update controls and ensure 
ongoing accuracy.

– Management monitoring; a periodic
process undertaken by
management to confirm controls
are in operation as designed. A
typical process is self-attestation 
by management on a quarterly
basis.

2. Determining an appropriate for the 
period date for a Type II assurance 
review.

3. Confirming a complete and accurate list
of locations and applications in-scope 
for the review...
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A: Glossary of terms
Control objectives

A set of benchmarks against which the in-scope processes 
can be assessed. For a report on internal controls, these are 
typically articulated as ‘Control Objectives’ which reflect the 
risks being managed by a Service Organisation (i.e. Abacus) 
on behalf of User Entities (i.e. clients).

Control activities

The specific services performed by the Service 
Organisation (i.e. Abacus) that are being reported on. 
Suitably designed Control Activities, when complied with 
individually or in combination with other Control Activities, are 
expected to operate so as to prevent or detect errors that 
could result in the failure to achieve the specified Control 
Objectives. Control Activity descriptions need to be factual, 
objective, specific and verifiable.

ISAE 3402 assurance standard

ISAE3402 is a reporting standard issued by the International 
Auditing and Assurance Standards Board (IAASB), which is 
widely accepted as the required reporting standard for
service providers. It provides generic guidance to a Service 
Auditor reporting on specific services performed by the 
Service Organisation (the ‘Subject Matter’). It is also intended 
to provide high level guidance to Senior Management who 
prepare the report on the Subject Matter, as it clarifies their
responsibilities.

SSAE 18 assurance standard

SSAE18 is a reporting standard issued by the American 
Institute of Certified Public Accountants (AICPA) Auditing 
Standards Board, which is widely accepted as the required 
reporting standard for service providers in USA. It provides 
generic guidance to a Service Auditor reporting on specific 
services performed by the Service Organisation (the 
‘Subject Matter’). It is also intended to provide high level 
guidance to Senior Management who prepare the report on 
the Subject Matter, as it clarifies their responsibilities.

© 2021 KPMG LLP, a UK limited liability partnership and a member firmof the KPMG global organisation of independent member firms affiliatedwith KPMG International
Limited,a privateEnglish company limitedby guarantee. All rights reserved.
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B: The Fieldwork Deliverable
The detail below shows the various elements of the Control Framework deliverable spreadsheet. The full spreadsheet has been included as an attachment to this report.

Control Objective
Risk 
Ref. Risk

Contr
ol Ref. Control Activity

Control 
Contact Initial State Evidence Current State

Control Objective 3

Controls provide 
reasonable assurance 
that IT Operations are 
monitored and any 
issues are reviewed 
and addressed.

ROP-
1

Lack of vendor 
monitoring can lead to 
privacy, regulatory and 
operational risks.

OP-1 Abacus management holds 
quarterly meetings with its 
IT managed services 
provider  (CDW) to review 
and monitor the service 
levels. 

Actions are agreed and 
recorded in minutes of 
meetings which are then 
circulated by Abacus 
management.

Paul 
Lawson

A formal defined and 
documented process for 
vendor management and 
monitoring is not in place

Inspected: 
The JIRA workflow 
and JIRA ticket to 
capture the control 
attributes. 
Vendor report.

A formally defined and 
documented processes 
exists for vendor 
management and 
monitoring, further a JIRA 
workflow has been created 
to record the required 
information.
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